NHO®OPMALNOHHBLIE MATEPUANLI

MoweHHuwYecTBa C NAaTeXHbIMU KapTamMun

BaHKOBCKasA KapTa - 3TO WHCTPYMEHT J/15i COBEpLUeHHWs [UaTexeH M J0CTyna K
HafMuHbIM CPE/ICTBAM Ha CuéTe, He Tpebylolmii g1 3Toro mpHcyTcTBHst B HGaHke. Ho
NPOCTOTa HCNOAL30BaHUA DaHKOBCKAX KapT OCTaBASeT MHOXKECTBO fla3cek s
MOLIEHHHKOB.

Y100b1 HE CTATh )KepTBDﬁ 3A0YMBIIWIEHHHKOE NPH NOJIL30BAHHH 0aHKOBCKHMH
KapTaMH HCOGXOAHMO NPpHAEPAKHBATLCA CJIEAYHIHX MIPpaBHI:

- HUKOMY He coobwath nuH-, CVC- nan CVV- kogbl HaHKOBCKOW KapTbl M 0HOPa30Bble
naposu;

- B TOPIroBbIX ToyKax, pecropaax “ Ka(be BCe AeﬁC'IBMH ¢ HaHKOBCKOM KapT‘OFI AOJDKHbI
NMPOUCXOJANUTb B TIDHCYTCTBHH [epPXKaTesid KapTbl. B NPOTUBHOM (CJ1y4yae MOLLIE€HHHUKH
MOFyT 10/Iy4n’Th DEKBU3NUTbI KapTbi, nmbo cAearb KoUK 11PY TI0MOLLK  CliealibHBLIX
yCTpOﬁCTB H HUCTIO/Tb30BATHL HX B AaaneﬁmeM AJ17 W3NOTOBJ/IEBHA TIOAAEKH,

- B C/iyuae noTepn GaHKOBCKOH KapThl HEMe/IeHHO MO3BOHUTL B OaHK A1l BIIOKMPOBKH -
3TO [TIOMOXET COXPAHHUThb JJeHEeXXHbie CPe/CTBa;

- NOUK/IIOUHTb YCIIYTY CMC-HH(OPMHPOBaHHe - >TO 06eCcreunT KOHTPOSTbL 3a MPOBeJeHHeM
mobsix ornepalmn 110 kapre. TIpH nojsyueHMH CMC © HECAHKIJMOHMPOBAHHOM ClIMCAHWMK
CpeACTB €O cueTa, 3a6/I0KkMpoBaTh KapTy;

- YCTaHOBHTH JIMMHUT BbIJAUM JEHEXHbIX CPEACTB B CYTKH M 33 OAHY omepauuio (370
MOXXHO CfleflaTh B OT/leleHnH BaHKa Wi yanéHHo - B WHTepHeT-banke). MoIeHHNKH He
CMOTYT BOCTIONIb30BATHCA CPa3y BCEH CYMMOM, KOTOPast HAXOAUTCA Ha KapTe;

-NpH BBOAE TIMH-KOAA TPHKPLIBaTb KJIaBHaTypy. BBOAWTb THH-KOZ OBICTPLHIMH
OTpabOTaHHLIMH  JIBHXXEHHAMH - 3TO IIOMOXKET B CJlydae, YCTAHOBKH CKDBITBIX
BH/IEOKaMep MOILIEHHHKOB;

- BbIﬁHpaTb /1 TNIO/Ib30BdHHUA TEePMHHaNIbl W HaHKkoMaTsl, KOTOpbI€ DPAaCNOJMKEHbI
HENoCpeJCTBEHHO B OTAEICHHAX Oatika nin APYIUX OXpaHAeMblX yupexaeHuax;

- UCNOJIb30BATh 6aHKOBCKle KapTy B TOPTOBbLIX TOUKAX, HE BbI3bIBAKOILINX ﬂOAO3PEHHﬁ;

- mepe/; TeM KaK BCTABWUTH KapTy B KAapTONPHEMHHK BHMMaTesbHO OCMOTPEeTh DaHKoMar
Ha TIpeAMeT Ha/IMuMs TOAO3PHTENbHBIX YCTPOHCTB, NPOBEPUTb, HAAEKHO JIH OHH
3aKperuieHbl. ECay OYeBHAHO, UTO HAK/IAHOE YCTPOWCTBO CMOHTHPOBAHO KYCTapHO
(MOXHO yBMZETH OCTaTKM K/esl, HEHAAEKHOCTb KOHCTPYKLHMM W HepaBHOMEPHOCTb

Kperienys), To HeobXo4MMOo 1103BOHNTD Ha IOPSUYI0 JIMHKIO Daiika, coobuuTs 0 AaHHOM
thaxTe M BOCNIO/Ib30BATHCA APYrMM DaHKoMaToM,

- B C/lyyae HeKOppekTHO#M paboTbl GaHKOMara - ey OH JIOTO€ Bpems HaXOAUTCA B
PeXHUMe OXHJAHHA WM  CamOITPOM3BONBHO NEPEe3arpy)XaeTcsi - PeKOMeHAyeTcs
OTKA3aTbCl OT  €ro  WCNoNb30BaHuA. Benmka  BeposTHOCTL  TOro, uto  OH
11€perporpaMMHpPOBaH 3/10YMbiLLLIEHHWKaMH.

Mprno CMC ot HaHka o 6/0KHMPOBKe KapThbl 1M 3BOHNT M3 GaHka M COpamiMBalor
HOMCP KapThl, Taponk H KOA AocTyrna. UTo AenaTs?

DToT cnocob MoleHHHuUeCTBa  SIBASETCA  Haubosee HOBLIM.  3N0yMbILIIEHHWKH
otopmastoT obnaunyio ATC Ha 0OAHOPa3VBYK) CHM-KapTy, @ 3aTeM ucpe3 BeO-HHTepdeiic
MeHsloT TeneOHHbI HOMep CBoedl CTaHUMM Ha TenedoHHbIA Homep OaHka.
INpejcTaBassch COTPYAHWKAMH DaHKd, NPECTYNHWKH 003BAHWMBAKIT KIMEHTOB M TNOJ
Pa3/IMYHBIMH NPeIOraMH BbISICHAIOT ¥ HUX HOMEpa KapT, 0JHOPa30Bble Napo/ix W KO/bl
Jl0CTYyNa, HeoOXoAMMbIe JN1S1 NPOBejieHHs orepaliiii No GaHKOBCKWM kapTam. Takke ¢
HOMepa-JBOiiHWKAa 0aHKa MOLIEHHHWKHM MAacCOBO PacChbUIAlOT KaueHTam 6aHka cmc-
coobuieHns o 610KMpoBKe KapTbl. [Ins pa3bnOKHPOBKM MM Mpenjaraior nepeBecTH
/\€HBI'M Ha CUCT MM OTNPABUTHL CMC-COODICHNE Ha KOPOTKHIA HOMEPp.

TMMPUMEP: Coobmenne «Bama 6GaHkoBckasn kKapra  3abnokHpoBaHa».
[peanaraetcss OeCrIaTHO TNO3BOHWTL Ha ONPedeNeHHBII HOMep Anf N0y ueHHs
noApobrHoi wHdopmaumu. Korza KepTBa 3BOHMT MO YKa3aHHOMY TeneQoHy, eH
coobujaloT, uTo Ha cepaepe, oTBevaiollleM 3a obcnyxuBaiiie kapTel, npousoluen cboH, a
3arem npocsat coobwmrts 1omep kaprt u TMWH-kom s ee  nepeperucrpauuu.
Ha camom fene 3/710yMbllIeHHHKaM Hy>XeH HoMmep KapTwl xeptenl W [1MH-kon. Kax
TOJILKO 110TEpPHEBLIHHA UX CoODLaeT, NpecTyliHiKK N0y4YaloT BO3MOKHOCTL YIIpAB/sSiTh
CYETOM.

A rpaxpan: He coobimaTh pPeKkBM3MTLI KapThl HUkoMy. [lpesicTaBurenn GaHka ux
3HaoT! Hu opHa opraHu3auus, Bkatouas GaHk, He enpase TpeGosars I1WH-koa! [lna
TOro, uToObl TPOBEPHTb FOCTYNUBILYIO HHOOPMaUMID © G/10KMPOBAHWH KapThl,
Heo6X0UMO NO3BOHMTL B KJIHEHTCKYT0 cyx0y nogaepxky 6aHka.

Duuunz u noddeasHbie ("3epkanbHbie”) calimot

DuiuuHz - Kpaxca A00biX NepcoHANbHBIX OAHHBIX, €/1A0eHUe KOMOphMU no3eonsem
npecmynHUKGM noAy4ams 6bi20dy. JmMo cepuu u HomMepd NACROPMOS, PeKEU3IUMIb
6anxoeckux kapm u cuemos, naposu 0/ 8X00d 8 1eKIMPOHHYI0 NOUNY, NAAMEXCHYIO
cucmemy u axkkaynmet 6 coyuanbhbix cemsnx. Ilepconaasmyio ungopmayuio
MOWIEHHUKU UCTONL3YIOM O0AA nNoAyveHUR 00CMynd K aKKAYHMAM, K KOIMOPbiM
npuen3anbl GAHKOECKUE KApMbI, YMO NO360/R€M NOXUWAMDb C UX CUEM08 OeHENCHbIe
cpedcmea.



[1si KpaXky NnepcoHabHbIX AAHHLIX (ULLIEPLI MAaCCOBO PACCHINAIOT JNIEKTPOINbIE [1MCLMa
OT UMEHW roCyAapCTBEHHbLIX OpPraHOB W/IH H3BECTHLIX KOM]'IaHHﬁ, Hanpumep, KpynHblx
6aHKOB WM OHnNaWH-MarasvHoB. WX uenb - 3acTaBUTh Mojsiyuarenedl nepenTtH Mo
YKa3aHHOW B MUCbME CCbUIKE Ha TMOAAENbHBLIM CaHT KOMNaHuMW, WHTepdelc KoToporo
BHELUHE HC OTJIMYMM OT HAaCTOSILLEero CaiTa, W BBECTH CBOM JIMUHbIC AaHHble. s
NPUB/IEYEHUsT BHUMAHHA K NACbMY B TeMe YKa3blBaeTCsl Ha mnepcrekTBy 6onblioi
BBITO/bI U/ Ha NIpobiiemy, TpebyIOLY10 CPOYHOTO pa3perIeHusl.

TojcTaBHble CTpaHHLb! AEHCTBYIOT HEJOJIIO - Kak NpaBuio, He Gosiee OAHONA HeesH,
BBUAY vacToro 06HOBneHMs Dasbl aHTMOUIIMHIOBLIX NporpaMm M ¢mabTpoB. OpHako
MOIIEHHHUKH, CNe/yst OTIQXKEHHOW CXeMe, CO3aloT BCE HOBLIC M HOBbIC CaiThbl-
bansimmeky ans cbopa NEpCoOHaAbHBIX JJaHHBIX.

Tak, crnamepbl aKTHBHO PacCBUIVIM MO BCeMy MHpPY daabluvBble yBeJOMJEHHA O
BLIMTpBILIC B JI0TepesX, MNpUHypoucHHblx K Yemnuonaty Esporbsi no  ¢ytbony,
Onumnuaze B Bpasunnu u YUemnuonatam mupa no ¢ytbony B 2018 u 2022 rogax. Jns
nosayuenus  JeHer MoJyuvyaTe/lo MMCbMa  Npejnaralocb BBeCTM Ha  cailTe
HECYILeCTRYIOLLEH /loTepeH NepcoHanbHyo HHPOPMaLHIO.

JlaHHbIi criocob BO3MOXKEH, KOTja NOTEePreBLIKi N0/1b3yeTCs «IHYHbIM KabHHeToM» Ha
caiire Ganka. [IpeCTyNnHUKaMK CO34ACTCA CalT, aApec KOTOPOro U BHelHee ojopmicHue
CTPaHuL TPYAHOOTIHUMMBI OT oduuManbHOro caita banka. Ecau noreprieBlunii npu
BXO/le HAa calT 6aHKa He HCMONb3yeT COXPaHEHHYHO CChIIKY, a MPOCTO B MOMCKOBOH
cucteme Habupaer HasBaHue DaHKa, TO eMy O0ObIUHO npeanaraeTcss HECKVIbKO
BapuanToB. Ecim norepriesiunm Gyger ocywecTsien BbiX0/ Ha «3epKallblbiid calT, To
BBO/AMMbIMM /IaHHBIMH [ BXOAA B /iMuHbIH kabuHeT GaHKka (JIOTWH M Napojb), MOIyT
BOCIIO/IL30BATLCH  3/IOYMBILLJIBHHWKM M BOWTH Ha HacTosieM caite OT MMeHH
NnoTepreBLUero B ero JMuMblii Kabuuer. [asee BO3MOXeH IIepeBOJ Jeler CO cyeTa
noTepriesBllero M3 JM4yHOro kabuHeTa WNM MNOAKIIOUEHWE K €ro CyeTy YCNyru
«M0GwIbHBIN HaHK» Ha M06GOM aboHeHTCKOM Homepe.

Ilpumepsi:
Odopmaenne nonuca OCATO

- MOLlIeHHHKY DErHCTPUPYIOT JIOMEHHOE UMsl, CojiepXalilee B Ha3BaHHWH C/IOBO «0Sago»
WIM HallOMHUHaILee JOMEHHOe MMA OJHON M3 H3BeCTHBIX CTpaxOBLIX KommaHuil. Ha
3TOM [OMeHe pa3mellaeTcsl (ULUIMHIOBBIH CalT, CTPaHHLbI KOTOPOrD MPaKTHUYeCKH
TMOJIHOCTBIO KOTHPYIOT O(OpMIEHHe OPHIHHAABbHOIO Beb-pecypca, NpHHa//IeXALero
CTpaxoBOH KoMIlaHHH. [l/1 pacueTa CTOMMOCTH CTPaxOBaHHs I10J1b30BaTe/0 HeobX0AUMOo
3aro/IHHTh HeOOAbIIYIO aHKeTy - yKasaTh MM#, JaTy POXeHHs, HOMep BOAMTeNbCKOro
yAOCTOBepeH#si, aHHble 06 asromobuine, HoMep TenedoHa M 3N1EKTPOHHYIO 1IOUTY AJifl
ceasy. [locsie BBeeHMA JIAHHBIX TOKYNAare/io MpejIaraloT OM/IaTUTh 3/1eKTPOHHBIN
nomic OCATO ¢ noMoupio GaHKOBCKOHA KapThl: YKa3aTb HOMEpP KapThl, aTy OKOHYaHHSA

ee geicrsud n CVC/CVV-koy. MoweHHMKH  nepenanpasisiioT  110/1b30Baresis  Ha
MOJAENBHYIO CTPAHMLLY NOATBEPXK/EHHA OMIaThi, Iie NPOCAT BBECTH MOYUeHHbIH OT
GaHKa Koj| TIO/ITREPX/IEHHA onjaThl. B ciyvae ycnexa 3n0ymblinneHHWKH oBxoasT
ABYX(haKTOPHYIO ayTeHTHGOMKALMIO H NO/yYaloT AeHbTH. AHAJOrHUHY cxemy o6maHa
MO)XHO BCTPETHTH TPH MOKYyINKe aBnalH/1eTOB OHJIANH.

- Xurenu Poccun nosydand THCbMA, 3aMaCKUpOBaHHble 110j YBeJOM/IEHMA OT
deyiepanbHOH HaoroBoH ci1yx6s1 1 IeHcHonHoro ¢onga PP, npumepHo wieyrowero
CO/leP>KaHUs: «YBOKAEMbIH Has10T01U1aTebUIMK! Y Bac BbisiB/IeHa 3a/j0/KeHHOCTL. CpOK
norawenus gonra go 23.12.2016 r. NMoapobree Bbl MoXeTe 03HAKOMHUTLCS, repedias no
cCbUIKe... » AN «OCyl|ecTRACH NepepacueT NMEeHCHOHHLIX HakomnaeHnid. Obs3aTesbHO
03HaKOMLTECh M0 CChIIKE...». Tloc/e nepexo/\a Ha Nojie/IbHBINA CalT roCy/lapCTBCHHOINO
oprava Ansa nonyuychHus Gonee noapobHoW vHGOPMAaIiMKM MonL30BaTeNio Mpe/yIarasoch
BRCCTH CBOM TIEPCOHAbHBIE JlaHHbIE.

BHHMAHHE: OCHOBHbIM MPHU3HAKOM, YTO K/JWEHT 3allie/l HA «3€PKalbHblb» CaliT DaHKa

TeXHHUYECKOM 06_Q!1)KHBHHHH caMiTa HIaH J JIIOGBH HH@DDMBQHH, B KDTODOH GYACT

YKa3aHO 0 TOM, 4YTO obparurca Ha calT MoxHO no3anee. ITpu 31oM na renedon_ne

nocrynaer CMC-coobuieHue or baHka 0 BXoje B JWYHbIA KaOWHeT, ecnu Takas dopma
OroBelleHUs NpefyCMOTPeHa.
COBCT rpaj/jaHaM: NpH HAaCTYIVICHWUM _BbULIEOTIMCAHHBIX CODLITUMH He3aMeAIHTeNLHO
obpaTtuThea B HaHk 1o TenedoHy ropaueit NMHUK K 3abA0KMPOBaAThL cuer. Pa36nokypoears
ero Co_CMEHOH naposig MOXXHO TIPH JHYHOM 06palleHyH B oTaeneHHe HaHKa ¢ NacriopToM
1_KapToid.

Y7o Takoe "CKUMMHUHT (BH/, MOLLEHHIYECTBA C ANATEXHbIMH KapTamH)?

CuuTbIBAaHMe [JAHHBIX KapThl TIIpH [IOMOLY yCTaHaB/M¥BaeMoro Ha GaHKomar
CreyManbHOro yCTporcTea (ckummepa). C NOMOUIbIO HETO 3/I0YMBILLIEHHHKH KOMHPYOT
MHGOPMALMIO C MarHUTHOH T10710Chl KapThl (MMA jepXaresisi, HOMEp W CPOK AeHCTBuS
KapThl). [lnsi CuMTbIBAHMA TIMHKOAA TNPECTYNHMKHA YCTaHAaBAMBAaKT Ha OaHKoMar
MHHMATIOPHYIO KaMePy WM HaKIaAKy Ha K/1iaB1ary py.

3aBnasies nHbopMalled O KapTe, MOIIEHHWK W3roTaBnMBaeT ee Aybaukar u
Pacriops>XaeTcs eHeXXHBIMH CPefCTBAMH JlepKaTe/Il OPHTHHAILHOH KapThl.

Yro A€1aTh, €CJIM TIpH COBEPLUEHHH CALN0K KYIUIH-TIDOAAXKH TOBApPOB 4€pe3 I/IHTEPHET
noc/e UX OrUIaThl HA TOBaPORB, HU AeHer O6paTHO TIONYHHTDL HE y,qae'rcn?

B cnyuae, ecim Bbl CTa/iM XXEPTBOH HHTEPHET-MOLLIEHHHKOB, HeobxoAnmMo obpaiuartecs B
MPaBOOXPAHHTENBHBIE OPraHbl 10 MECTY )KMTeNbCTBA /11 MPOBEJEHHs HeolXoAUMbIX
NPOBePOK H BO30Y)KzeH st YTroJOBHONO Aena.



Tlpy obpalienny B nONMLMIO C 3asBienreM HeoBxoguMo coobuarb Kak MoxHo Gonee
MOHYI0 MHOOPMALHIO O 3/10YMBbILLLJIEHHHKAX, B YaCTHOCTH aJpec CaiTa, paCueTHbIH CueT,
a/ipec 3/1eKTPOHHOMN NoUThl, HOMepa TeNe(OHOB, 31eKTPOHHBIX KOIIe/TbKOB M T.Ji.

Ly Bbi BCE-TaKM pPellinid npuobpectH ToBapbl B ceTH MIHTepHeT, He CTOMT TOPONUTLCS
NpeAnpPUHUMATD JeHCTBUS, HABA3bIBaEMble HEM3BeCTHBIMHM NpojasLamu, Tem Gosee, ecin
OHU TpebyIOT NepeBoja HeHeXHbIX CPeACTB Kakum-mubo cniocobom. Uepes WHTepHer
BAM MOTYT NpeAJ/IOKHTL NPUOOPECTH BCe UTO YFOAHO, @ Pacno3HaTh MO/IeNKy NpH
1IOKYIiKe 4epe3 BCEMHUDHYIO KOMIILIOTEPHYHO CeTb ObiBaeT cnoxHo. OaHaxo, cobmopan
HEKOTOpbie IpaBHJa MPeJOCTOPOKHOCTH, MOXHO OrpajuTh Ceff OT BO3MOKHBIX
HCTIPHATHOCTEA.

Npexae uem uto-nmbo mprobpecTH Ha HeW3BECTHOM BaM CaiTe, MPOBEPSAHTE NONMHYO
HHOOPMALIMIO O HeM, TOHULIMTE OT3bIBbl, NoYMTalTe dopymsl. HaBeguTe cnpaBkd o
NPOAABLEC, M3YUHTE OT3bIBbI 0 €ro paboTe W TOMLKO NOC/e 3TOr0 NPHHUMANTE PeLeHHC.

Bac fo/mkHa HaCTOPOXMTL CJIMIIKOM HH3Kas LieHa Ha TOBap, a TaKke OTCYTCTBHe
(hakTHUeckoro ajipeca win Tenedona npoaasua. B 3ToM ciiyuae, ckopee Bcero, Bam
npej/aratoT NpHobpecTy NOAAENKY MO0 XOTAT NPHUCBOWTD BALLM JleHbrH.

Cerogua MoumeHnuuecTB0 B VinTepnere pa3sBuTO oueHb xopowio. IlocrosHHoO
NOAB/AINTCA HOBble cnocobpl oGMana mogel. B 310l cBA3M Heobxopumo GbITb
6/ TeNIbHBIMH U OCTOPOXKHBIMM,

Kakye CyilecTBYIOT MOLIEHHMUYECKHe CXeMbl, CBfA3aHHble C TpHBIeUeHHeM CPeAcTB
Ipaxiad noj NpeAJoroM HHBeCTMPOBAHHUA M MOKYIKH TOBAPOB B MHTEPHET — MarasiHax
C NpejonIaTon?

YBaxaemble rpaxkaate, oGpaniaem Baile BHUMaHWe, UTO Ha NPOTSKEHHUH NOCTeAHNX AeT
YBEJIMUHIOCH KOJIMUECTBO MPOTHBONPABHBIX JEHCTBHH MOIUEHHHUECKOTO XapakTepa C
HCII0/IL30BAHUEM CETH VIHTEPHET IyTeM BOBJIeUEHHsl B COMHHTE/IbHbIE CXEMbI, TaKHe Kak
JOBEPHTE/ILHOE YMPABNEHHE /JEHEXHbIMH CPeACTBAMM, YUacTHe, B TaK Ha3blBaeMbIX
«BMHApHBIX aYKLIMOHAX» K NIOKYIKH TOBAPOB B MHTEPHET — MarasuHax C npejoniaTto.

LA ocyliecTBNeHns CBOEH NPECTYNHON [AeATeNbHOCTH MOLIEHHWKH  HMCIO/b3YHT
COLIHaJibHbIE CETH, a TAKXKe CO3AAl0T IS 3TUX lienel HHTepHeT — MarasvHbl. Yuacthe B
nofobHbIX CXeMaXx MojpasyMeBaeT HajJMuHe BCEBO3MOMXKHBIX DUCKOB W TIPHBJEKaeT JHL|
MMeIOILIMX HaMepeHHsi Ha TIPOTHBONpaBHOe 3aBjajileHye JeHCKHbIMH  CPeJCTBaMH
rpaxAaH.

B cBA3M ¢ 3TMM o00palli@geM BHHMaHWe, YTO MHTEPHET — pecypcbl MOryT ObiTb
3apPerHCTPUPOBaHbl C TMOMOILbI0  3apYOEXHBIX CafTOB NPeAoCTaBIAOLMX  YCIYTH
aHOHHMMM3aLMH, YTO He [03BOJIMT B DsJe C/yyaeB I0/b30BaTeql0 YCTAHOBHTD
NOCTOBEPHbIE CBEAEHHA O JIML]AX, KOTOPbIM OH JI0BE P JEHEXHbIE CPEACTBRA.

CoseTr rpa){ijaHam: CcoBepluarb [10KYITKH  TOJILKO Ha [1POBEPEHHLIX caﬁ'rax, 0
CYUIeCTBOBaHHMHM KOTOPbIX MOMHO Y3HaTh OT JAPY3eH W 3HAKOMBIX, HAlTH OT3bIBbI B CETH
MuTtepHeT u T.n. MNoKckoBbie cucTeMbl (THna flnjekca) nybnukyloT peHTHHru UHTepHeT-
Mara3uHoOB, KOTOPble TOXe SB/ISIOTCA Moka3aresieM HaZe)KHOCTH TOProBo# TIoIAAKK. He
HYXXHO HHUCro NMOKyNnaTb B COUHanbHeIX ceTsiX. He joBepsiite GpokepaM, KOTOpbie
MOJYYAIOT OT TPaX/aH JeHeXHble CPeACTBA /Ui WMIpbl Ha Oupxe 6e3 3akiioueHus
MHUCbMEHHBIX KOHTPAKTOB.

[MoueMy OMACHO BHOCUTD TPEJLONIATY 11PH MOKYTKAX TOBAPOB B CeTH JMHTepHeT?

MOLUEHHUKH TNPUBNEKAIOT MNOTEHLMAIBHbIX JEPTB HHM3KMMH LEHaMW Ha TOBapbl
n3BecTHBIX OpeHaoB. [Nokynarene# npocaT BHECTH NMPeONATY, KaK NPABHIO, NepeBecTH
JleHeXXKHble CPeACTBA Ha /1eKTPOHHbLIA Kowesnek. B TeueHHe HeCcKONbKHX /AHeH marassH
obeLuaeT CKOPYIO JOCTaBKY TOBapa, rocJjie yero feccsiesiHo Heyesaer.

Cxoxui cnocob MOINCHHUYECTBA MCNONBL3YETCA MPH TIPO/AXE TOBAPOB WIIKM YCAYT Ha
3MeKTPOHHBIX  JIOCKaX  OOBABNEHMH, WMHTCPHCT-ayKi|MOHaxX, (opyMax, CepBHCax
OpOHHMPOBaHKs HEABIXUMOCTH. Kak M B C/lyuae ¢ MHTepHET-MAarasuHaMH, MOLLICHHHKH
NIPHBIICKAKOT CBOMX XXEPTB HU3KHUMH 1ICHaMH H TpebyIOT nepeurcaeHus npejoriaTel Ha
3/IEKTPOHHBIN KoweneK Hian GaHKOBCKYH KapTy.

Kak AeHCTBYKT MollleHHMueckHe cxembl NnpH odopmnedun noavca OCAI'O  uepe3
Hurepher, 11160 npi nokynse apHadieros oHnainH?

MolueHHHKU PerHCTPUPYIOT AOMeHHOe MM, cojepikalliee B Ha3BallMK CJOBO «0Sago»
WX HanoMHHawllee JOMeHHOe MMs 0JHOH M3 H3BeCTHBIX CTpPaxoBblXx KommnaHuii. Ha
3TOM /IOMEHe pa3MelliaeTcsi (UIIMHIOBHIA CalWT, CTPAHHLbl KOTOPOro MPAaKTHUYECKH
MOAHOCTbIO KOMUPYIOT 0(OPMAEHHE OpHIMHANBLHOIO Beb-pecypca, NpUHaNexallero
CTPaxOBOH KOMNaHuy. /s pacueTa CTOMMOCTH CTPaxOBaHHA MoJ/1b30BATE/0 He06XOAUMO
3aMoNHATL HeGOMbLIYI0 aHKeTY - yKas3aTb MM, AaTy POXJEeHHsi, HOMepP BOAHTENbLCKOro
yAoCTOBepeHHs, AaHHble 06 aBTOMOOHNe, HoMep TenedOHA W INEKTPOHHYIO NOUTY ANf
ca3n. Tlocse BBeAeHMA JaHHbIX TOKYraTe/nio Npejslaral0T OIUIATUTh /IeKTPOHHBIH
nonuc OCATO ¢ nomouibio 6aHKOBCKOH KapTbi: YKA3aTh HOMEP KapThl, ATy OKOHUaHMsA
ee geidcreus ¥ CVC/CVV-kog. MolueHHMKM nepeHanpas/IfiOT TO0Jb30BaTelsl Ha
noAZe/IbHYI0 CTPaHULy NOATBEPHEHHS OIUIaThl, [/ie MPOCAT BBECTH MO/yueHHbIH OT
fanka Koj TNOATRePXKJEeHHs OraTbl. B ciyuae ycrexa 3/10YMbILJIEHHUKH 0OOXORAT
ABYX(DaKTOPHYI0 ayTeRTHU(HKALINIO U NOAYYAIOT [IeHBbTH.

AMA/IOTHYHYK cxeMy O00MaHa MOXHO BCTPETHTb MPH NOKynkKe aBHabusieToB
OH/IaRH.

Boivrpoiw B foTepelo



B cBs3n C 1npoBejenveM BCEBOMOXKHBIX PeK/aMHbLIX aKLWH, Jiotepeid W
pO3bIrphiileH, 0cOOeHHO € y4acTHeM PafHOCTaHLHH, MOILIEHHUKH YacTO UCTIONb3YIOT UX
/M1l IPUKPLITHA CBOEH 1eATeNbHOCTH M 06MaHa ntofieH. Ha MoGubHbIN TenedoH 3BOHWT
AIKOObI BeAyUyHid NOMYNAPHOH PafHOCTAHLMK W NO3APaBNseT C KPYIHbLIM BbIMTPbILLUEM B
NoTepee, OPTaHU30BaHHOM PaJHOCTaHLIMEH W OTIepaTOpoM MODH/IBLHON CBA3U. DTO MOXET
6bITh TenedoH, HoyTOyK WK Jaxke aBToMoOUNb. UTOObI MOAYUunTh NpU3, HeobxoguMo B

TevueHHe MHHYThI [O3BOHWTBCS Ha PafiMOCTaHLMIO.
KmoueBbie cnosa: «Bbl nobegnnm! 3abepure npus! Onnarure numb Hanor 13%.
Coobuure PEKBH3HTEI H Koj KapThi».

TepespoHuBilieMy abOHEHTY OTBe4aeT COTPY/AHHK «IIPH30BOIO OTAeNa» W NOApobHO
0OBAACHAET YC/IOBHS WIPHL MPOCUT TMPEACTaBUTLCA H HA3BaTh TOA POXAEHHS; IPaMOTHO
ybexaer B uectHOCTH akuuu, OObACHAeT, uTo A8 nonyueHus npu3a HeoOXo/iMMO
NpeJoCTaBUThL PEKBH3WTbl KapTbl H 3alUIaTMTh HaJlOT Ha A0XOAbl (H3HUECKMX JHL,
BbINJIATHTL TAMOAKEHHBIE FOIITHHBLI WK TPAHCTIOPTHBIE PACX0/ibI.

MoweHHn4ecTBa NoAa Npeanorom 6NaroTBOPUTENBHOCTN

MolueHHHKU pa3MeLialT B COHMAJIbHBIX CeTAX HIHW Ha q)opymax NOANAOXHbIEe
obLgBeHna o (‘60[)8 CpeacTB THKEN060/ILbHBIM JIeTAM HJIK 683/‘0MHblM XXHUBOTHbhIM WK
A81al0T  penocTthbl  peajbHbIX 00bsiIBfIEHNH, HO C NoAJ10XXHBIMH OaHKOBCKKMH
PCKBH3UTaMH.

MoweHHNYeCcTBa, HanpaBAeHHble HAa  3apaKeHue yCTPOACTBA
nonb3osaTesia BPeAOHOCHOW NPorpaMMoi

MollIeHHHKH, WCTIO/IL3YS 3NEKTPOHHbIE aj\peca, CXOKHe C ajlpecaMM Jieras/ibHbIX
OpPraHu3auuii, pacchlNAlOT OT HX MMeHW COODILEHHMS, COAepXallje CCbUIKY Ha
CKauMBaHHe OTKPBITKM, MY3bIKH, KAPTUHKH, apXHBa WM TIPOrpamMMbl. 3anycK BIOXKEHHS
WIM Tepexoj Mo CChIIKe MOXeT WHHMLIMAJM3HPOBaTh YCTAaHOBKY Ha yCTPOACTBO
BPEAOHOCHOCHOH NporpamMMbl (BbIMoraresisi-610k1upaTopa, WKdpoBanblLHKa, TPOAHCKOH
NpOrpamMel) MM xe ogopmiieHHe MOANHMCKU Ha TJIaTHYIO YCIyTy.

fIpuMep XHILeHHH IeHEeKHBIX CDeACTB CO CYETOB C WCIIO/IL30BAHMEM BPEJOHOCHbBIX
nporpamm

B cmarpdoH MAM KOMIMbIOTEDP XXEpTBbI TalHO yCTaHaBAMBalOTCA BpefoHocHoe I10.
BpejjoHOCHas nporpamMmMa NPOHHKAeT M yCTaHaB/IMBAETCS Ha Teae(OH NpH OTKPbLITHH B
cett VIHTepHeT CTpaHHMLl pa3/TH4HbIX CaNTOB, a/jpeca KOTOPbIX NOTeprieBLixe yailie BCero
nonyvator B CMC wan MMC coobiuennsax. Kpome TOro, mnoreprnesiine camu
HEeOCO3HAaHHO MOrYT YyCTaHaB/IHBaTk Ha MOOHIbHbIE YCTPOHCTBA BPEOHOCHbIE
NPOrpaMmbl, 3aMaCKHPOBAHHBIE MOZ UI'Pbl W APYTHE TPOTPaMMHbIE NPOAYKThI. OHHM H3
NPHU3HAKOB HalWuMsl BPEJIOHOCHLIX TIPOrpamMMbl Ha MoOuUALHOM TenedoHe ABASETCH

nanpaenenue «iycrbix» CMC win MMC coobiiennii na renedotinl, MMeOILUXCA B
KOHTaKTax ycTpoictsa. [Tpu oTkpbiTHH agpecatom Takoro CMC unn MMC coobryenns,
NMPOUCXOAMT fAanbHedilllee  3apakeHWe BHPYCOM TenehOHOB, TOnyuMBIlee JIaHHOE
coobuyeHue.

3T0 MOTYT 6bITh TPOSHCKWE NPOrPaMMbl, KOTOPble He Pa3MHOXXAKOTCS M HE PACChIIAIOTCA
CamMM, OHM HUYETO He YHUUTOXKAWT. 3ajaua TPOSHCKOM nporpammbl - 06ecreddTb
3/10yMBILLIZIEHHUKY AOCTYM K YCTPOWCTBY >XKEPTBbI H BO3MOXHOCTb ynpaBieHWs uM. Bee
3TO MPOHUCXOANUT O4YeHb HE3aMeTHO, be3 3pdeKTHBIX posiBJIeHUH.
Eciun k cMaptdoHy noakmoueHa yenyra «MobuieHbii 6aHK», TO CBejleHUst 0 JOCTYNe B
JInunbii KabHHET CTAHOBSTCH M3BECTHbI LIpecTynHUKy. TaiHo Bxogs B uyxue JTH4Hbie
KabHHeTbl OH MOXKEeT MepeulcIsiTL JeHeXKHble CPe/iICTBAa COTEH NOTeprneBlIHX Ha CBOH
cuera, a 3areM obHaNNuYHUBaTh.

TakTHKa 6opbOBI JOCTATOUHO NPOCTA:

He ponyckars, utobsl BpeAOHOCHBIE TTPOrpaMMBbl NMOMAAAM HAa KOMINLIOTED WK
cMapTdoH (ualle BCero CTpaaloT BiaagesblUbl cMapTdoHoB ¢ OC Angpoua). Ecim ol
BCE-TaKW 11011aJIH, HA B KOEM CJIyuae He 3arlyckarb ux. TIpuHsTL Mepbl, uroObl, no
BO3MOXHOCTH, OHH He NPHUUHKAM yuiepba. Mcnonb3osark crelyasibHble aHTUBUPYCHbIe
NporpaMmbL.

OTtcnexxuBatb 1 On0KMpOBaTh OnNacHbie JeHCTBMA, KOTOPbIE MOTYT  BbIMIGIHATHL
BPEAOHOCHbIE TPOrpaMmbl  CriocoGHBI  CrellHajibHble  TPOrPaMMBbI-CTOpPOXa, 06bIYHO
BXOAfljHe B COCTaB AHTHBHPYCHBIX NakeToB. OHH aBTOMAaTHUeCKH 3amycKaloTcsi Ha
BbLINONHEHHE [IPU 3arpy3Ke OMNEpalMOHHOM CHCTeMbl M He3amMeTHO NPOCIeXKHBAIOT
AeHcTBHs 1IPOTPaMMm.
Ecnn leHbrH Bce-TaKH CIMCANHMCh, pa3paboTaH anropuTM /leiicTBUi norepnepLero:
Hemeanenno npekparute 100bie JAeHCTBUS C COTOBLIM TesiehOHOM, [IPHHYAHTENBHO
OTK/IIOUMTL ero, u3sieus CUM kapry. Obecneunts coxpaHHOCTb (L1€/IOCTHOCTD)
coToBOoro TenepoHa, Kak BO3IMOXHOTO CPEACTBa COBepluenws rnpecTynienys. He
NPEAPUHUMATL HUKAKUX JEHCTBHMH YIS CAMOCTOSTE/ILHOFO WM C [PHBIEUEHHEM
nocroporknx MT-cneyuanncToB noMCKa M YAANeHHA BHPYCOB, BOCCTaHOBNEHHS
paboTocnoco6HocTH coTOBOrO Tened)oHa, He OTNIPARJIATL COTOBLIH TenedoH B CepBHCHbIR
cmyx6n1 urT Ansi BOCCTAHOBJ/IEHNS paboTocriocoBHOCTH.
He3samezintenbHo 06paTHThLCA B CBOH BaHK No TenedoHy ropsueit MMHUK € NopydeHHeM
0 O/IOKMPOBKHM OTNEPALMM C PacueTHbIM CUYETOM H OT3bIBOM KPUMHHAJIbHOIO NMepesoja.
He3sameznrensHo obpaTHThCA B CBOH 0aHK C MMCLMEHHBIM 3asiBleHHeM 06 OT3biBe
TIIaTexa, BO3BpaTe CpefCTB W DAOKMPOBAHMH AOCTYNa K cHcTeMe «MobuabHblH DaHK»
(npunoxenue 2). 3asBreHWe MOXeT ObITe HarpaejeHo B 0avK no dakcy wmm no
3/1eKTPOHHOH nouTe (CKaH-KomuA). OpHrHHas 3aABNeHHs JO/DKeH ObITh JOCTaBiNeH B
6ank B  Teuenwe opHoro pAHA.  OdopmaseTcs B 2-X  3IK3eMILIApax.
CornacHo nonyueHHol B GaHke AeTann3alMy C pacyeTHOro cyeta obpatuThes B HaHK
nosyuaress (MUCro/b3yeMoro npecTyriHHKoM) 1o TeneoHy ¢  3asiB/ieHHEM O
TIPHOCTaHOBKe UCTIO/THEHHs TniaTexa H BO3BpaTe CPCACTB.
B TeueHne ogHOro AHs oOpaTMTLCS C 3asiBIEHHEM B NPAaBOOXPAHUTE/NbHble OPraHbl O



(daxre xuuleHHs AeHeXHLIX CpeacTB. st nosmuun 10HaA006MThCA AOKYMEHTa/IbHOE
NOATBEPXKAEHHEe XHULIEHHUA JIeHeXHbIX CPEJCTB, B TOM HHMC/Ie BbINHCKa No 6aHKOBCKOMY
cueTy, cripaBka M3 6aHKa, HHBIE JJOKYMEHTHI, NO/ITBEPXK/Ialolle CTHCaHHe 3asiBTeHHON
cymmbl yujepba. CyulecTByeT BO3MOXHOCTb TNMO/yueHHe 3THX /JAHHBIX W3 <JIHUHOTO
kabuHeTa» NONb30BaTE/st YCAYT COTOBOH CBA3H, HAHK-OHMaHH C MUCHMCHHOTO COTNAcHs
norepneswero. 3ta UHPOpPMaLua MoxeT ObITh 3aUKCHUPOBaHa NMPOTOKOJIOM OCMOTPa
MecTa NPOMCLUIECTBHA.
OneparvBio obparutcss B 6aHK C 3anonHeHHOH cnpaBkoit Mo GakTy HHUMZeHTa
vHpopMauMOHHOH  6€e30MmacHOCTH B CHCTeMe  JIMCTaHIMOHHOTO  BaHKoBCKOro
obcnyxuBanus  (ipuaoxeHde 3), kotopoe odopmiseTcss B 2-X  3K3eMILisipax.
Cnpaeouno: @3 om 27.06.2011 Ne 161-®3 «O nayuonaabholl naamexcholl cucmeme»
npedycmampueaem npoyedypy obpawjenus 8 6ank nocae He3aKOHHOU mpavakyuu u
oaem npaso Ha 803MeLYCHUE HEIAKOHHO CNUCAHHbIX OeHeNCHbIX cpedcms co cuema. Tak,
n. 11 cm. 9 2nacum «B caywau ympambst MekmpoHHO20 cpedcmea naamedxcd u (uau) ezo
ucnaab3osanus 6e3 coanacus KaueHma, kauenm o6s3aH HaNpasume CooMeeMcmeyiouyee
ysedoM/IeHUue onepamopy no nepesody OCHeNCHbIX Cpeocme 8 npedycMOmpeHHoL
0ozoeopoM  (hopme  HezameOnumenbHo, nocae  obHapysceHus  akma  ympamb:
NeKMPOHHO20 Cpedcmea naamedca u (uau) e20 UCnoAb308aHus be3 coznacus KaueHma,
HO He no3oHee OHA, cnedyloujee0 3a OHEM NOAYYeHUs Om onepamopa No nepesody
oenexcHbIx cpedcms yeedomaenus o] cogepuieniol onepayuu».
B n. 15 ¢m. 9 ykazano «B cayuae, ecau onepamop no nepegody OeHeXCHbiX cpedcms
ucnoatsem o6a3arOCML NO y8edoMICHUIO KAUEHMA - Hu3uuecko2o auya o coeepuueniol
onepayuu & coomsemcmeuu ¢ wacmio 4 nacmoswjell cmamovu U Kauenm - gu3suueckoe
AUYO Hanpasun onepamopy no nepegody OCHEXCHbIX Cpeocms ysedomfeHue 8
coomseemcmeauu ¢ yacmbio 11 Hacmosaujeli cmambu, onepamop no nepegoody OEHEeNCHbLIX
cpedcme 00AdNCeH BOIMECMUMb KAUCHMY CYMMY yKasanHoll onepayuu, cosepiieHHoll b6e3
€021aCUA  KAUEHMAa OO0 MOMCHMQ HANPAGACHUS KAUCHMOM - (U3UYECKUM AUYOM
ysedomaeHus. B ykazaHHoM cayvae onepamop no nepeeooy OeHeXcHbIX cpedcme 06n3aH
soaMecmums CymMmy onepayuu, cogepiuennoll be3 coenacun kauenma, ecau He dokaxcem,
UMo KAUEHM HAPYWU NOPAOOK UCNOAb30BAHUA INEKMPOHRO20 CPedCmea niamedxca, 4mo
noenexno cosepiueHue onepayuu be3 coenacun KaueHma - pusu4ecko2o auya».

TenecoHHOE MOLLUEHHNYECTBO

TenedoHHoe MOLIEHHHUECTBO [10/yUHI0 pa3BUTHE C Hauasa 2000-x rogoB, koOrja
COTOBbIA TenedoH cran MaCCOBbIM H [OCTYTNHBIM.
B HacTosiiiee BpeMmsi, KOrza HIMPOKO HCHOJIL3YIOTCA MODW/bHbIE TenedoHbl B IMYHBIA
HOMED MOXeT ObiThb y BCeX, OT AeCsTiieTHero peOSHKA /10 BOCHMU/ECHATHIETHErO
TIEHCHOHepa, C/yuyan Tele(OHHOrO MOIUEHHHYeCTBa PAacTyT C KaKAbIM T[OAOM.
Yane Bcero B ceTH Tened)OHHBLIX MOLTEHHHKOB NMONa/IaloTCS MOXWIble WK JOBEpUHBLIE
nmogy. TIpy 5ToM KaXAbIH uYesloBeK MOXET CTaTb »KeprBOM MOLLIeHHHYeCTBa, €CAH He
6yaeT cnejoBaTh [POCTHIM NpaBunaM 6e30MmacHoCTH.

O6man no Tenedony: pojcrBentink novasn 8 bedy, rpebosaiive Bbikyuia.

3BOHAT € HE3HAKOMOro HoMepa. MOleHHHK NPeACTaBIseTCs POACTBEHIHKOM WK
3HaKOMbIM M B3BOJIHOBAHHLIM 10J0COM COOOIIAET, 4TO 3ajlepxan  COFpPy/\HUKAMHU
NOMHIKA ¥ OOBHHEH B COBEPLIEHWH TOTO W/IH MHOTO NPeCTYI/IeHHs.. JTo MoXeT GbiTh
JATTI, XxpaHeHHe OPYXXUS WK HAPKOTHUKOB, HaHeCeHHe THXKKUX TeNeCHbIX NOBPeX/|eHNH 1
Jaxe ybuiicTeo.
Janee B pa3sroBop BCTynaeT sKoObI COTPYAHMK NOMMLMK. OH YBEPEHHBIM TOHOM
cooBllaeT, uTO yXKe He paz NoMoran J0AaM Takum obpasom. [ns pelnenus Bornpoca
HeoOxof1MMa onpeziefleHHast CyMMa /ieHeT, KOTOpYIO ClieflyeT NMpHBE3TH B OrOBOPEHHOE
MEeCTO WM nepeaaTs Kakomy-inbo denoseky. Llena Bonmpoca ot Teicsiun pybnein o 30
ThIC. J0/1/1apoB CLIA.
B oprannsayuu obmana 1o tesiedoHy € TpeboBaHMeM BbIKylla MOIyT YuyaCTBOBaTb
HECKOJIbKO TMPEeCTYNHHKOB. 3BOHSILIMH MOXeT HaXOAMTbCA Kak B HCMPaBUTE/IbHO-
TPY/\OBOM yupex/ieHWM, Tak W Ha ceobojie. Habupasi tenedonHbie HOMepa Hayraj,
MOLLIEHHHK MPOM3HOCHT 3aroTOBJIEHHYIO pa3y, a ganee AeHCTByeT rno obcroaTenscTBaM.
Hepe/ko >xepTBa caMa C/IyyaHHO NMOACKa3bIBACT HMS TOTO, O KOM OHa BonHyeTcA. Ecnn
)KepTBa NMPeCTYIVIEHHs NOAAANach Ha 06MaH H COrNacHNach NPUBE3TH YKa3aHHYIO CyMMY,
3BOHALUMH Ha3blBaeT aJipec, KyAa HYXHO npvexaTb. YacTo MOLUEHHWKH TpefsiaraioT
CHATH HEAOCTAIOLLYI0 CyMMY B 6aHKe M COMpPOBOXAAIOT >XEpPTBY JHYHO. MolIEHHMKH
CTapakTcs 3anyraTh XEpTBY, He /AaTh e OMOMHMTLCA, MOITOMY BedyT HerpepbiBHbIN
pasroop c Heii BMJIOTD a0 nonyuenus JeHer.
ITocne Toro Kak rpakJaHdH OCTAR/ISAeT AeHbIH B yKa3aHHOM MeCTe HIH KOMY-TO HX
1epe/aet, eMy coobLIaloT, I/1e OH MOXKET YBUAETL CBOENO POACTBEHHMUKA WIX 3HAKOMOI'O.
Pekomenoayuu zpasxcéaHam:

[TepBoe K caMoe I/1aBHOE TIPAaBHJIO — NIPEPBATh Pa3roBOP H NEPe3BOHHTL TOMY, 0 KOM
HAET peub. Ecin TenedoH oTKIIOUEH — CBA3ATHCA C ero Ko/UIeramH, Apy3bfIMM H
POACTBEHHMKAMH JAsi yTouHeHMsi HHpopmaunn. Creayer 33JaThb yTOUHAOLLME
BOMNPOCHI, OTBETHI Ha KOTOpble MOCTOPOHHMM He H3BeCTHb.. CrpocHTh, M3 Kaxoro
OT/e/ieHUsl NONULMK 3BOHALMIA. TTocse 3BoHKa crepyer HabpaTh «02», y3HaTh Homep
JA©KYDHOM YaCTM [aHHOrO OTAE/IeHU W TIOMHTEePecoBaThbCs, JEHCTBUTE/ILHO JIM
DOACTBEHHMK MW  3HakoMbiH  JocTaBneH Typa. TpeboBaHne B3ATKH  SIBNSIETCHA
NPeCTyI/IeHHeM.

Tenedonuniii Homep-rpaburess

Pa3ByTHe TeXHOIOTWH Y CepBUCOB MOOW/ILHON CBA3H YNPOLLEET CXeMbl MOLIIEHHHUeCTBa.
[IpuxoguT SMS ¢ npock6oii Nnepe3BOHMTL HA YKazaHHbIH HoMep MOOMILHOTO TenedoHa.
TTpochba MmoxeT 6GuITh 0bocHoBaHa mo6oI NMPUUMHOH - MOMOLLL APYry, H3MEHEeHHe
TapudoB cBA3H, npobnaemsl co CBA3bI0 N ¢ Balueil 6aHkoBCKoOi KapToii M Tak parnee.
ITocne Toro, Kak nortepneslIHi Nepe3BaHUBAeT, AOITO fepXaT Ha JHHUH. B pesysbrare
OKa3bIBAeTCA, 4TO co cuéTa CTMCaHBI KpYTIHbIE CYMMBIL.
CyleCTByIOT CepBHCBI € TUIaTHbIM 3BORKOM. Yallle BCero 370 pa3B/ieKare/bHble CePBHCHI,
B KOTOPBIX YC/IYTH OKa3biBAlOTCA 1Mo TenedoHy, H JONOHUTEbHO B3UMAEeTCs nJiarTa 3a




cam 3BOHOK. Peksiama TakMX CEpPBMCOB BCerja WMHGOPMHPYET O TOM, YTO 3BOHOK
TIaTHbIH. MOLIEHHHKH PerncTpUPYIOT TakoH CEepBHC M PacrpoCTPaHsIioT Homep Oes
npeaymnpex/ieHHs o CHATHH NaThl 3a 3BOHOK.
Coser rpa)xjasam: He 3BOHHTb MO_HE3HAKOMbIM_HOMepaM.

TestedoliHble BHPYChI

OueHb yacTo HCTIob3yeTcs JopMa MOIIICHHMYECTBA C MCTIONB30BAHHCM TelehOHHbIX
upycos. lla Tenedon aboueHTa npuxoaHT coobuiene cnexyroilero Buga: «Bam
npuuwino MMS-coobujerue. Jnaa noryveHus npoiidume no ccbinke...». Ilpn nepexopge
No yKa3aHHOMY ajpecy Ha Teae(OH CKaYMBAETCA BHPYC H NPOMCXOAMT CIIHCaHue
A€HEeXXHBIX CpeACTB C Ballero cuera.
[lpyroii Bn/ MOLIEHHMYECTBa BbIIAAMT Tak. Ilpn 3akaze kakod-nubo yciyru uepe3
AKOOB MOOM/IBHOTO ONEPATOPa W/TK 11PH CKaUMBAHMH MOOHABHOTO KOHTEeHTa aboHeHTy
NPUXOAMT npejynpexjeHde Buja: «Bbi cobupaetech oTnpaBuTh cooblyeHHe Ha
KOPOTKMH HOMep.... i1 NOATBepsKJAeHHs onepalyH oTnpaBkTe coobuieHne ¢ Lndpon 1,
A5 OTMeHbl € 1ugpoii O». Tlpn oTnpaBke nojTeepxyierus, co cueta aboHenTa
CTIUCBIBAIOTC  JleHexHble cpeAcTBa. CyleCTBYET MHOXKECTBO BAPHAHTOB TaKMX
MOLLEHHHYCCTB.

MOolLeHHHKY  UCNIOAB3YOT  CNIELYNANbHBIE  [POrPaMMbl,  KOTOpble  MO3BOJISIOT
aBTOMAaTHYeCKH FeHepUpUBATL THICSUH Takux coolweHnid. Cpasy nocne nepesoga geHer
Ha danburBbIH CuéT OHH CHAMaAKTCA C TenetoHa.
CogeT rpaxjaHam: e ciejyeT 3B0IIWTh IO HOMEPY, C KOTOPOro oTnpasien SMS.

I1pocTon Koy o1 Oneparopa cea3u

INoTepneBlieMy mnocTyniaeT 3BOHOK /W60 npuxoguT SMS-coobinenune skobbl oT
COTPyAIIMKa CayxObl  TEXHWUECKOM TI044epKKH  oneparopa MoOGMALHOW  CBSA3M,
OB6ocHOBaHMA 3TOrO 3ROHKA MM SMS MoryT ObITh: NpeANOKeHHe MOAK/IOUNTD HOBYIO
IKCK/IIO3MBHYIO YCIIYTY; /i1 NEepeperucTpaliii Bo M30eXaHWe OTKIHOYEHHS CBSI3W M3-33
TeXHHueckoro c60s; Ans yayulleHus KauecTsa CBA3W; A4 3auuthl oT CITAM-paccbuiky;
fIpe/l/ioKeHHe TNPUHATL  ydacTHe B aKUUWd OT Baulero COTOBOCO ONeparTopa.
Mpeanaraercs HabpaTe NMOA AHKTOBKY Kog MaH coobuieHHe SMS, Koropoe NMOAKTIOUAT
HOBYI0 YC/Iyry, YAYULLMT KaueCTBO CBSI3M M T.NI. Ha CaMOM Jiefe KoA, sIB/seTcCA
KOMOMHaLMelt A1 OCYLLecTBAeHHs MOOH/IBHOIO NEPeBoja AeHeXHbIX CPeACTB CO cyeTa
aboHeHTa Ha CueT 3/10yMbIULIEHHHMKOB. Kak Tonbko ero Habepét mnoTepreBLui,
3/10yMbILLIEHHUK nojnyvaet AocTyn K Cuéry.
Jns rpaxpan: mobas ynpouénHag jpole/iypa W3MeHeHHA TapuQHpIX [11aHOB [10/DKHA
BbI3bIBaTh N003peHHe, He0OX0/MMO nepe3BaHUBaThL CBOEMY MODMABLHOMY Orieparopy no
TenedoHy ropsueil JIMHUW /8 YTOUYHEHWA YC/IOBMA WM OTKDbITh COOTBETCTBYHOLME
pazzeneHbl Ha oQHLHANBHOM caiiTe oneparopa (B MOGHILHOM NPUICKEHHH ).

SMS-nipocsba o 11omouimn

SMS-coob1iieHns 1103BoAI0T YIPOCTHUTL cXeMy obmaiia 1o Tesnedony. Takomy BapHaHTy
MOLLIEHIWYECTBA OCOBEHHO TPYAHO TPOTUBOCTONTL 1IOXH/BIM WM CIMILKOM HOHLIM
Braziensblam TenedoHoB. [JOMONHHTENbHYIO ONACHOCThb MPeACTaB/ISIOT YTIPOCTHBILIMECS
CXeMbl TIepeBojla JieHer Ha c4éT. ADOHeHT nonyuaeT Ha MOOMNLHLIE TenedoH
coobujeHve: «Y meHs npobnemsl, kuHs 900 pybreld Ha >ToT HOMep. MHe He 3BOHM,
riepe3BoHI0 cam». Hepeako aobaBisietcs o0pallicHHe «MaMa», «Apyr» WM Jpyre.
IMoxXunbIM TI0AAM, ATAM H MNOJAPOCTKaM «j1eAyeT o0BACHUTL, uTo Ha SMS ¢
HEe3HAKOMBIX HOMEDOB PearHpoBaTh HeJlb3fl, 3TO MOTYT ObITH MOIIEHHHKH.

Obwue pekoMeHAa i no obecneuennio 6esonacHoii paborsl B ceTH UHTepheT

- HHKOMY He rmepejaBarb KOHGHWAEHLManbHble AaHHble (JIOTHMH, [aposib), B TOM 4HC/e
PO/ICTBEHHHKaM, KOJIeram;

- MCHO/Ib30BATb CJIOXKHbBIE [1aPOJIM, COCTOsiLLHe U3 BYKB, LMP M ClIELMA/IbHBLIX CHMBOJIOB,
HCKJTIOUHTL  MCRONTb30BaHKe Mapojiell no yMmoauyaHHio, (BTOPOH Toj Moapajs CaMbiM
NonynsipHLIM NaposieM B MHpe aBasercs «123456»);

- PEry/IsipHO OCyLIeCTB/IsTL> CMeHy 11apo/ieH, obecrieunTsb Ux KoHgHAeHLHANLHOCTD

- HC110/1b30BaTh B paboTe JiMLieH3HOHHOe 1IporpaMmMHioe obeciieyelive € yCTaHOBIEHIbIMA
obHoBneHHsIMH Ge3onacHoCTH;

-Ha BCEX YCTPOWCTBaX, JAOKHO ObiTh YCTAHUBJAEHO JIMLIEH3HOHHOE AHTHBUDYCHOE
1porpammioe obeciieyeH1e € aKTyalbHbIMKW 0OHOBIEHHSIMA;

- He HCHonbL30BaTh obujecTBeHHble GecnpoBoAHbIe CETW M yCTpoicTBa ans paboThl €
nMUHOH HHdOpMaunei;

- He WUCTIO/IB30OBaTh MPOTPAMMHBbIE  TIPOAYKTHI, TIOAyYEHHble M3 COMHHMTEJibHbIX
MCTOYHUKOB (IMPUHIOBbIE K hakn00bMeHHbIe ceTH), MOANGULMPOBAHHbIE HPOIPAMMHbBIE
NPO/YKTBI, He roceLlaTh PeCcypchbl € COMHHTeILHOH peryTalyek;

- IMYHYI HH(OPMAaLIHIO BBOAMTL TO/MLKO NpH Ge3sonacHoMm coepunennd (URL Be6-caiir
JOJDKeH HauuHaTtbCs C «https://», B unTepdelice Opay3epa J0/KHAa NMOABUTHCH HIKOHKA
3aMKa);

- BLIMO/HSATD Pe3epBHOE KOTMPOBAHHE BAXKHOH HHGOPMALIHM.

B cnyuae ecnn Bl cTanu xepTBOH MOLIEHHHYECTBA HEOOXOAHMO 0BpaTHTCA B [TONLMH
no TenedoHam 02 unun 102

He paiite cebs obManyTh!



